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http://www.nysed.gov/common/nysed/files/programs/data-privacy-security/nysed_data-privacy-and-security-annual-report_2021_0.pdf
https://www.forbes.com/sites/louiscolumbus/2020/09/20/the-cybersecurity-threat-no-one-talks-about-is
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Tips for avoiding an unauthorized disclosure

* Require onboard training. Before providing a new employee
with access to Student PIl or APPR Data (“protected data”),
provide the new employee with training on Education Law §
2-d and FERPA rules regarding disclosure of protected
data and make sure that the new employee understands
the rules.
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e For the school and school district remote devices, such as
laptops, Chromebooks, and tablets, review the installed
applications to determine whether they are necessary.
Remove any unnecessary applications.
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regarding application managém
https://support.google.com/a/a
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pgrieducation tisers at: https://
BltLide, which can be found at: https://

Ensure that all school and school district devices are encr ;
your network. Remember that student names and other rmation that can be used to log into
resources may be stored in a browser’s cache and need rom unauthorized disclosures.
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https://support.google.com/a/answer/6089179?hl=en
https://support.apple.com/education
https://support.apple.com/education
https://support.apple.com/guide/deployment-education/welcome/web
https://support.apple.com/guide/deployment-education/welcome/web
https://support.apple.com/guide/deployment-education/welcome/web
https://support.apple.com/education
https://support.google.com/a/answer/6089179?hl=en



